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Introduction

We recognise that risk management helps usto embed a culture, process and structure that is directed towards the
effective management of opportunities and threats to the council. The Annual Governance Statement (AGS)
highlighted several opportunities to enhance risk management and for example efforts have been made to:

e Increase the level of engagement and ownership.

e Enhance the engagement of Members in the risk management process.
Refresh and update the Corporate and Directorate Risk Registers.
Update the risk management training and awareness functionality.

The Accountsand Audit Regulations 2015 require the council to have in place arrangements for the management of
risk.

Risk Management

Risk affects all organisations. It can have consequences in terms of performance, environmental and safety outcomes,
and professional reputation. Risk is anything and everything that could impact upon the successful achievement of
aims and objectives. Risk management is a process to identify, assess, manage, and control potential events or
situations to provide reasonable assurance regarding the achievement of our objectives. Success comes from
managing both the positive and the negative aspects of risk effectively.

Risks by Themes

When operating effectively, risk managementis a key element of the councils strategic and operational planning
processes —supporting desired outcomes that help to enable the councilto meetitsambitions asset outin the Coundil
Plan. Our risk themes capture risks that are specific and appropriate to Dorset Council. To meet that challenge, the
assurance team are developing processes needed for rapid reporting, deeperinsights,and modelling. The ten key risk
themes will help to better plot and link our risks and capture information to help senior managers make decision to
manage service delivery.

Update Statement

We will be working to support the challenge to make our services as efficient as possible, and that’s a relentless part
of our budget setting process. We recognise that Risk Management is an integral part of good governance to which
we are all committed. Risk Management helps us to provide the framework and processes that enables the Council to
manage uncertainty in a systematicway. We are pleasedto report that Public Healthrisks are nowincorporated within
the risk registersand featured within the update report. Revenue and Benefits are also currently being added to the
risk register and will feature in the next update report. The ‘Risk Management Framework’ and ‘Risk Appetite
Statement’ both refreshed.

A ‘Risk Management Training Pathway’ was launched and located the Dorset Council learning portal. Looking ahead
work continues with the developmentand incorporation of residual risk into ourrisk registers. Residual risk is the risk
that remains after controls are accounted for - the risk that remains after we have taken precautions and mitigation.

In simple terms, residual risk represents the risks that remain after additional controls are applied. The risk
management framework will be rewritten to incorporate the latest developments. The aim is for all risks to have
management actions in place and the risk management process will continue to be subject to a regular
refresh. The challengeis to make every reasonable effort to mitigate and manage risks effectively, and where
failure occurs, to learn and improve.
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Comparison

The matrices below illustrate how the risk profile (the actual number of risks on the register) has changed throughout
the year. This is based on the inherentrisk, the riskimpact and likelihood considering any existing controlsin place to
manage the risk, but before any further planned controls are introduced. The change in the overall risk profile

demonstrates how action is taken to manage risks, to ensure the completeness of the risk register and to capture
emerging risks. The full Services Risk Register can be viewed from this link HERE

August 2021 December 2021

Dorset Council Risk Profile Dorset Council Risk Profile
C C
5 Ma |3 |43 5 Ma | 1 | 47
g [Med |2 |46 | 60 g |Med] 34959
- s 29 |13 | 2 | 2 |:> - B 2 |133(11| 1| 3
L 1 1 L 1
VU | U P L [ VH VU | U P L [ VH
Likelihood (Probability) Likelihood (Probability)
254 Risks 270 Risks
3 Extreme (1%) 4 Extreme (1%)
49 High-Level (20%) 56 High-Level (21%)
11 Escalated to SLT
March 2022

Dorset Council Risk Profile
(incl Public Health)

s | M 1]42

g Mod |2 | 45| 54

“ | s|{2]32|11|6 |2
L 1

VU U P L VH

Likelihood (Probability)

270 Risks
5 Extreme (2%)
65 High-Level (24%)
11 Escalated to SLT

Once risks have been identified, they must be assessed interms of how likely it is that they will materialise
(probability) and, if they do, what might the effects be (impact). Every risk will be considered as unique, with
its own significance. Once risks have been scored using the Risk Assessment Matrix, the next step is to
understand what this score means and use it to inform a suitable response. Eachrisk, based on its score, will

be rated as either LOW, MEDIUM, HIGH-LEVEL, OR EXTREME and will be colour-coded according to the Risk
Assessment Matrix.
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https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Service%20Risks%20%20By%20Service.aspx

A SUMMARY of the risks for this reporting period are set out below:

Dorset Council Risk Profile
270 Risks (incl Public Health) 5 Extreme
¢ 65 High-Level
5 Ma |9 |42
@ Mod
E 2 |45 11 Escalated to SLT
$ 2 (32|11 6 | 2
L 1 1
VU U P L VH
Likelihood (Probability)

Adults and Housing

No of Risks 30
1 Extreme - 7 High-Level
2 Escalated to SLT

Impact

VU U P L C

Likelihood (Probability)

Corporate

No of Risks 57
2 Extreme - 18 High-Level
4 Escalated to SLT

Impact

C
Ma 1 9
Mod 6
S 6 (1|1 (1
L
VU U P L C

Likelihood (Probability)

Public Health

No of Risks 9
0 Extreme - 4 High-Level
1 Escalated to SLT

Impact

C
Ma 1
Mod
s 1 1

VU V) P L C
Likelihood (Probability)

Children’s Services

No of Risks 23
1 Extreme - 6 High-Level
1 Escalated to SLT

c 1
- Ma 3
8 [Mod
E ° 2
S 22 (2
L 1
vl u/lep L C

Likelihood (Probability)

Place

No of Risks 151
1 Extreme - 30 High-Level
3 Escalated to SLT

C
- Ma 29
é Mod
£ 1|25

S{1(19(7 |11

VU ] P L C

Likelihood (Probability)

Risks - Current Status
Low 15%

Medium 59%

High 24% I
Extreme 2% |

Risks - Direction of Travel
New Risk 25%

No Change 58%
Improved 15%

Worse 2%
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https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage
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https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?viewid=7543385f%2D5ee7%2D4596%2Da501%2Db5c9ce74b581
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?viewid=7543385f%2D5ee7%2D4596%2Da501%2Db5c9ce74b581
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Place%20View.aspx
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Place%20View.aspx
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&viewid=1a001631%2D4408%2D4b10%2D9dc0%2D0d7321a1c8d3
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Risk Management Update Report

People Directorate for Adults and Housing

Extreme and High-level Risks

As of 9 March 2022
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Adults and Housing

Extreme Risks

Adults & Housing — Commissioning

Risk 343 - Market failure leads to unsafe and unacceptable levels of unmet need for domiciliary
care - Accountable Officer - Corporate Director for Commissioning and Corporate Director for Adult
Social Care

(Impact 4 Likelihood 5)

EXTREME

High-Level Risks

Adults & Housing - Adult Care

Risk 339 - The impact of hospital pressures - Accountable Officer - Corporate Director for
Commissioning and Corporate Director for Adult Care Operations

(Impact 4 Likelihood 4)

Risk 125 - Gap exists between amount of available resource and post-COVID statutory demand -
Accountable Officer - Corporate Director for Commissioning and Corporate Director for Adult Care

i Operations
é (Impact 4 Likelihood 3)
L:E Risk 165 - Capacity, capability and focus within the Adult Social Care workforce is not appropriate
== 0 deliver statutory responsibilities and key priorities to an acceptable standard - Accountable
Officer - Corporate Director for Adult Care Operations
(Impact 4 Likelihood 3)
Risk 325 - Failure to maintain safe levels of Approved Mental Health Professional capacity to fulfil
our duties — Accountable Officer - Corporate Director for Adult Care Operations
(Impact 3 Likelihood 4)
Adults & Housing - Commissioning
Risk 298 - Failure to achieve infection control - Accountable Officer - Corporate Director for
Commissioning
(Impact 3 Likelihood 4)
—
§ Risk 5 - Failure to manage and shape the provider market results in increases in service costs and
"_'.I" poor service - Accountable Officer - Corporate Director for Commissioning
(:5 (Impact 4 Likelihood 4)
T

Housing
Risk 180 — Increased Homeless Population - Accountable Officer — Corporate Director for Housing

and Community Safety
(Impact 4 Likelihood 4)
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https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Commissioning&FilterType1=Choice&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Commissioning&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Adult%20Care&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Adult%20Care&FilterType1=Choice&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Commissioning&FilterType1=Choice&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Commissioning&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Housing&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Housing&FilterType1=Choice&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks

Management Update

Adults & Housing - Adult Care

Risk339- The impact of hospital pressures

Accountable Officer Direction of Travel
Corporate Director for
Commissioning and Corporate
Director for Adult Care
Operations

Last Reviewed Risk Rating
3 March 2022

Impact 4 | Likelihood | 4

Update - The pressure felt by hospitalsacross Dorset reflects the wider national crisis and has increased to point that the systemhasdedared
OPEL 4 positionwith ongoinginternal managementincidents inboth localacute hospitals. The local authority continues to hold riskin both
unavoidable delays due to the unavailability of home care and the secondary impact of prioritising the available homecare for hospital
discharge, meaning increasing risks inthe community teams. Supportis being provided to the hospitals in whatever way is possible, however
being mindful of the financial impact on Dorset Council, if the response is not currently system funded.

The finandal risk and operating model for hospital discharge willneed to be reviewed following re ceipt and confirmation of national funding
arrangements to support discharge to assess. Ending of Hospital Discharge Programme funding (HDP) is expected by 31/3/2022 although it
has been extended on 3 previous occasions, it is not expected to be this time. The ending of the funding will mean a change to cument
operatingprocedures and the associated performance and finandal risks. Transition planningand decisions takento Dorset ICS Home First
Commissioning Board for agreement of interim funding arrangements to support hospital discharge processes to remain as is, pending further
Government guidance about national discharge funding.

Risk325 - Failure to maintain safe levels of Approved Mental Health Professional ca pacity to fulfil our duties

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Adult New Risk 7 March 2022
Care Operations Impact 3 | Likelihood | 4

Update - While there is a wider context around a nationalshortage of Approved Mental Health Professionals (known as AMHPs); workforce
planning is taking place locally with an updated a pproval pathway beingin development (which includes pre -AMHP programmes), as well as
good Continuous Professional Development (CPD) and quality assurance of practice. However there have been significant workforce impacts
fromrigidityofagency hours, sickness absence and annual leave. Ourstaff resilience and wellbeing continue to be a priori ty.

Increaseinactivitydemands intothe service is beingmonitored withanescalation plan in place as wellas an updated business contingency
plani.e., there is a system resilience escalation process to inform system partners if there is no AMHP availability. Some areas of service
development have been put on hold due to increased activity demands and staffing shortages. Exploration of a sustainable out of hours
model and future Approved Mental Health Professional model in Dorset. The increase in activity demands into the service isbeing monitored
with escalation planin place. A review of key functions alongside risks mitigated with refocussing of AMHP resources from other teams,
diversion to weekendworkingteams of some adult sodal care enquiries when thereis peak demand, overtime and use of agency staff has
been necessary to ensure that a service is delivered. Finally, the workforce plan includes re cruitment to vacant posts, and this has been
reasonably successful though candidates were internal to the council.

Risk 125 - Gap exists between amount of available resource and post-COVID statutory demand

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Improved 7 March 2022
Commissioning and Corporate Impact 4 | Likelihood [ 3
Director for Adult Care
Operations

Update- Welcome additional short-term Government funding was announcedin December andJanuary. Conditions are attached to some
of the funding. The area remains a highrisk, principally becausethe serious shortfall inthe supply of care, (in relation to demand), is likely to
putfurtherupward pressure on prices. Operationaland commissioning actionis being takento mitigate and reduce the financial risk. This is
overseenbya Savings and Transformation Board whichis jointly chaired by Corporate Directors, which track all the savings’ plans. The new
Dorset Care Framework will help shape the market. The impact of the Hospital Discharge Programme is still having an impact ofthe finandal
position of adult sodal care and so are workforce pressures. A workstream in a separate risk detail that further. The budget for 22/23 has
been set, modelled on demand, costs, andforecasts fortheyearaheadsol goingto beasaccurateasitis possible to be under adult sodal
care variances. The existing controls are summarised as follows:

e  Monthly Savings boards jointly chaired by corporate directors.

e Re-establishment of financial control measures, including levels of delegations.

e Consistencyand proper control of access to council funded services, via hospital and community routes.

e Revised peerforum and funding decision process for organisational sign off.

The risk mitigation actions are as follows:
e C(Closerrelationship between commissioningand finance, to give greater visibilityon spend and medium to longer term forecasting.
e Targeted work with 42 budget holders to support and hold to accountin deliveryto budget position.
e  Revision of actions provided to the Our Dorset health and social care system on provision of services for the Hospital Discha rge
Programme.
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https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Adult%20Care&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Adult%20Care&FilterType1=Choice&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks

Risk 165 - Capacity, capabilityand focus withinthe Adult Sodal Care workforce is not appropriate to deliver statutory responsibilities and
keypriorities to anacceptable standard
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Adult 7 March 2022
Care Operations

Likelihood

Update- Recruitmentintoall adultsocial care roles hasand continuesto be difficult, with a national shortage of some key posts, s pecifically
Approved Mental Health Professionals, Occupational Therapists, and experienced Social Work managers.

The significant additional demands resulting from COVID-19, in particular delivering Hospital Discharges, increased safeguarding, Approved
Mental Health Professional and Deprivation of Liberty Safeguards referrals have had significant impact on the capacity within adult sodal
care to deliver business as usualalongside the transformation required to deliverimproved outcomes for vulnerable people and savings.

The hospital discharge COVID requirements have increased the number of people we are commissioning/contracting for acrossthe system.
This hasimpacted upon commissioning and brokerage functions, businessintelligence and the finance teams who are required to re cording
and trackcases to claim COVID funding support. For finance, the increase in workload alongside workforce changesand subsequent gaps may
be a significant risk to the Council. Work is also progressing on the dutiesbeing carried out underSection 117 of the Mental Health Act on
behalf of the Dorset Clinical Commissioning Group (CCG) and Continuing Health Care (CHC) arrangements.

Controls - Aseriesof clarification and reiteration points hasbeen developed (exce ptions work) that will support the workforce and partners
in understanding the pressure that adult social care, alongside health, are under during the winter period 0f2021-22. Local resilience forums
continue, along with escalation and information sharing via system ODG, Bronze, Silver and Gold. Communication work to support
suppression of some demand underway but undeveloped currently. Mitigation - Further action needed as winter pressures build. To be
tracked at ASCleadership weekly meeting and 3x weeklyrisk and escalation meetings.

Adults & Housing — Commissioning

Risk298 - Failure to achieve infection control
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Improving 10 February 2022
Commissioning Impact 3 | Likelihood | 4
Update - Successful infection control across adult social care in Dorset is achieved through a combination of work by the Council, work by
suppliers and care providers, and work in partnership, together with support from the Quality and Improvement team and contin uous
reminders about basicinfection control procedures. One ofthe maindrivers for reducing this risk is Government Regulations and guidance,
includingthe general guidance about working safelyin care homes, and the guidance for the management of staff and exposed residents.

The Government guidance 'Living with Covid-19' outlines a range of possible futures for the course of the pandemic. All scenarios assume
thata more stable position will eventuallybe reached - but overseveral years. In the ‘reasonable best case’ there maybe a comparatively
small resurgence in infections during autumn/winter 2022-23, and in the ‘reasonable worst case’ a very large wave of infections with
increased levelsof severe disease. The ‘optimistic central’ and ‘pessimistic central’ scenarios are considered the most likely. The emergence
of new variants will be a significant factor in determining the future path of the virus. Newvariants of COVID-19 will continue to emerge. This
could include variants that render vaccines less effective, are resistant to antivirals, or cause more severe disease. The pathway to greater
stability will also be affected using vaccination and available treatments. In the meantime, the Government has said it will offer the adult
social care sector with the following protections:
e  Supporting and encouraging the take-up of vaccines amongst care redpients and staff, induding any further doses that may be
recommended by JCVI for COVID-19 and other infections.
e Guidance on precautions forvisitors and workers in adultsocial care; and
e  Providing access to free PPE to the end of March 2023 or until the UK IPC guidance on PPE usage for COVID -19 is amended or
superseded (whicheveris sooner).

As part of living sustainably with COVID-19, by 1 April 2022 the Government will publish updated IPC guidance. This will replace cument
COVID-19 IPCguidance for care homes, home care and other adultsocial care services.

Mitigation - The impact of the loss of care may be significant and the mitigating actions thatare in place are focused on:
- 'myth-busting'
- work to encourage vaccine take-up
- examining the legitimate scope of exemptions
- monitoring the possibility that care home workers who decline a vaccine may be redeployed to help meet the shortage in
domiciliary care.

Arisk assessmentis beingcarried outforeach care home, leadingto a RAG rating for each home. The RAG ratingwill depend in part on the
number of unvaccinated workers at the care home in relation to the home's overall number of care workers.

10|Page


https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?PageView=Shared&InitialTabId=Ribbon%2EWebPartPage&VisibilityContext=WSSWebPartPage&FilterField1=Service&FilterValue1=Adults%20%26%20Housing%20%2D%20Commissioning&FilterType1=Choice&FilterDisplay1=Adults%20%26%20Housing%20%2D%20Commissioning&viewid=bcc3e45d%2D3935%2D473e%2D9454%2D2effba8a353b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks

Risk343 - Market failure leads to unsafe and unacceptable | evels of unmet need for domiciliary care

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Corporate Director for No Change 10 February 2022
Commissioning and Corporate Impact 4 | Likelihood | 5
Director for Adult Social Care

Update - Acombination of adverse factors hasled to a waiting list for domiciliary care packagesthat people have been assessed as needing
in accordance with Care Act 2014 eligibility criteria and/or the mandated hospital discharge policy. The number of people waiting for care
varies bythe day, butitis a significant numberand hasbeenas manyas 300 people. Fuller details are providedinthis report to the People
and Health Scrutiny Committee on 1 November 2021:
https://moderngov.dorsetcoundl.gov.uk/documents/s26424/People%20and %20H ealth %20Scrutiny%20Co mmittee%20-
%20Market%20Sufficiency%20Nov%202021.pdf

The adverse factors include:

- Coronavirus hospital discharge requirements which increased the demand for domiciliary care through more people leaving hospi tal
with higher needs.

- high levels of hospital admissions.

- The legacy of the particularly buoyant 2021 'summer economy' which drew a proportion of providers' workforces into the
hospitality sector.

- The impact of social isolation rules/decisions.

- A reduced number of workers from EU countriescoming to work in Dorset, (Care workers, care assistants and home care workers
are now eligible for the Health and Care Visa as a response to pandemic pressures, butitis onlyvalid for 12 months ).

- Recruitment activities, which have suffered because of the pandemic.

This risk is categorised as 'Extreme' because it hascrystallised andthereis unmet eligible needin Dorset. The issues have affected even our
most 'reliable' providers. Lead commissioners are working with all providers to establish what support the Council can offer them. Itis deary
in providers' business interests to address the issue and some have been considering significant changes to their business models. Tricuro
can offer some capacity in their role as our 'provider of last resort'. However, this impacts on their capadty to provide reable ment - itself
often a statutory duty.

Helpfully, two tranches of workforce recruitment and retention funding were announced by the Government as part of the Winter Plan
2021/22. Dorset haspassed this funding directly to the frontline. On 1 March 2022, followinga consultation, the Government announced it
will revoke the regulations that made vaccinesmandatory for socialcare workers. The new Dorset Care Framework offers the opportunity to
develop the capacity and competitiveness of the market over time.

Controls - Thisrisk is principally managed through a range of statutoryand commissioning frameworks and contracts and through targeted
Government funding.

The other mitigating actions we are taking with people include:
- where safe and appropriate, asking whether family members can provide additional support on a tem porary basis.
- asking people to be flexible about the time that the carer(s) visits.
- asking people to be flexible about who the careris; and
- establishing whetherthe care needs can stillbe fully met with a reduced number of care visits, on a temporarybasis, which allows
hours to be offered to people elsewhere.

Risk5 - Failure to manage and shape the provider market resultsinincreasesinservice costs and poorservice

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Corporate Director for 10 February 2022
Commissioning

Impact 4 | Likelihood | 4

Update - High-quality, personalised care and support canonly be achieved where there is a vibrant, responsive market of service providers.
The role of the council is criticalto achieving this through the actions it takes to commission servicesdirectlyto meet needs. Section 5 of the
Care Act 2014 covers the principles which should underpin our market-shaping and commissioning activity. On 16 December 2021 the
Government published further detail on the future funding available, including its expectations for fair cost of care and market sus tainability,
conditions of funding and distribution for 2022 to 2023. This was to enable local authorities to begin preparing local markets forrefom. It
was followed by a grant determination letter and further guidance in early 2022.

Four key activities for preparing our markets include:
- Cost of care exercise - determining sustainable rates
- Engaging with providers to improve data on operational costs / engaging with self-funders to understand the impact of reform on
the market
- Strengthening capacity for greater market oversight and
- Using the additional funding to “genuinelyincrease fee rates”

Workis underwaytowards achievingall four expectations and meetingthe fundingre quire ments, although the timescales are very onerous.
In terms ofarea 1. above, Dorset's cost of care exercise isnearly complete. It highlights that new /forthcomingkey cost pre ssures for providers
include food, utilities, and NI contributions.
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Housing

Risk180- Increased homeless population

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate DirectorforHousing No Change 7 March 2022

and Community Safety Impact 4 | Likelihood | 4

Update - The number of homeless approaches is monitored. Levels returned to pre -pandemic levels in summer 2021; Increases were
anticipated due to delayed evictions, income loss due to rises in unemployment and the removal £20 Universal Credit top up; Further income
pressures due to increases in utility costs will add to these pressures in 2022. Recent data shows a large increase the number of homeless
approachesin quarter421/22 and analysis of causal factors is beingmonitored. Acquisitions under government i niti atives (NSAP and RSAP)
and coundil capital funding have increased the number of placements available for selected cohorts concentrated of rough slee pers. Work
with the council property and assets service and social landlord continues to identify opportunities to increase the number properties
available for placements through acquisitions or repurposing. Placements into bed and breakfast accommodationincreased because of the
pandemic'Everyone In'initiative and remains high. Alack of suitable alternatives hasmeant placement of families with childreninto bed and
breakfasthas been unavoidable. Anew planto exitbed and breakfast has been developed with Department for Levelling Up, Housingand
Communities (known as DLUHC). Internal re-design of processes, a refresh of housing web pagesand the introduction of new s oftware aims
to provide a simpler process for households to access support. Work continues to provide additional self-accessed support and guidance for
homeless households and those at risk of homelessness. Additional homeless prevention resources are included in the intemal housing
service restructure to reduce the number of homeless accommodation placements and will be in place for July 2022. Advice and guidance
are alsoavailable withinthe community e.g., Citizens Advice Bureau and Race Equalitygroup. Where people become homeless who are not
eligible for service and this should be considered as part of wider community strategy in partnership with all community and voluntary
agencies. Clear engagement work required with relevant agencies to support this cohort.

Controls - Regular monitoring of trends. Advice and guidance available within the community and via website. Support to complete residency
available at CAB and Race Equality group. Should additional people then become homeless theyare not eligible for service and this should
be considered as part of wider community strategy in partnership with allcommunity and voluntary agendes. Clear engagement work
required with relevant agencies to support this cohort.
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Risk Management Update Report

Children’s Services Directorate

Extreme and High-level Risks

As of 9 March 2022
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Children’s Services
Extreme Risks

Schools and

Learning

Schools and Learning

Risk 272 - Failure to stabilise the budget for the High Needs Block - Accountable Officer
- Corporate Director for Education & Learning
(Impact 5 Likelihood 5)

High-Level Risks
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Children's Care & Protection

Risk 104 - A lack of sufficiency and resilience (placements/residential/foster care) impacts
negatively onthedemandsled budget for childrenin care - Accountable Officer- Assistant Director
for Care & Protection

(Impact 4 Likelihood 4)

Risk 105 - Failure to keep children safe that are known to, or in the care of, Dorset Council -
Accountable Officer - Assistant Director for Care & Protection
(Impact 4 Likelihood 3)

Risk 106 - Failure to understand and respond to the changing nature of exploitation resultsin a
safeguarding failure - Accountable Officer - Corporate Director for Care & Protection
(Impact 4 Likelihood 3)

Risk 107 - Inadequate evidence base (including Partnership data) to determine service need for
children's care and protection - Accountable Officer - Corporate Director for Care & Protection
(Impact 4 Likelihood 3)

Commissioning & Partnerships

Risk 277 - Insufficient availability oflocal placements and supported accommodationto meet local
needs - Accountable Officer - Corporate Director for Commissioning & Partnerships

(Impact 3 Likelihood 4)

Risk 278 - Major safeguarding failure by placement providers - Accountable Officer - Corporate

Director for Commissioning & Partnerships
(Impact 4 Likelihood 3)

14|Page


https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/DispForm.aspx?ID=272&e=RYG0HD
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?FilterField1=Service&FilterValue1=People%20%2D%20Children%27s%20Care%20%26%20Protection&FilterDisplay1=People%20%2D%20Children%27s%20Care%20%26%20Protection&FilterType1=Choice&viewid=5f4122d5%2Db9e1%2D4e92%2D9e39%2Db1b91cb2218b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks
https://dorsetcc.sharepoint.com/sites/Cmrisk/Lists/Dorset%20Council%20%20Service%20Risks/Adults%20%20New%20View.aspx?FilterField1=Service&FilterValue1=People%20%2D%20Commissioning%20%26%20Partnerships%20%28Childrens%29&FilterType1=Choice&FilterDisplay1=People%20%2D%20Commissioning%20%26%20Partnerships%20%28Childrens%29&viewid=5f4122d5%2Db9e1%2D4e92%2D9e39%2Db1b91cb2218b&id=%2Fsites%2FCmrisk%2FLists%2FDorset%20Council%20%20Service%20Risks

Management Update

Children's Care & Protection

Risk 104 - Alack of sufficiencyandresilience (placements/residential /foster care)impacts negatively onthe demands led budget for
childrenincare

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Care & No Change 4 January 2022
Protection Impact 4 | Likelihood | 4

Update - Response: Ensuring s ufficient | ocal placements for our children in care, closer to their families and communities, is a priority within
our Strengthening Services for Children and Families Plan. We are continuing focused initiatives to further enhance our campaigns to promote
FosterCareinDorset, thishasincluded social mediaand radio campaigns. We have anactive group of Foster Carers and a re cently formed
Foster Carers association who are continually helping us to shape our services and support. We are also continuing to deliver our Looked
After Children Reduction Strategy. This strategy explicitly states our commitment to reducing the number of children in our care.

Controls - Early help strategy; Commissioning strategy for placements; performance management; prevention isa priority within the Children
Families & Young Peoples plan ensuring partner engagement; budgetary controls, monthly tracking and performance meetings and continued
progress through the Strengthening Services plan.

e Sufficiency strategy to understand need and identify plans forincreasing sufficiency
e Strengthening Fostering service improvement board
° Improvements in Care Planning

Risk 105 - Failure to keep children safe that are known to, orin the care of, Dorset Council

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Assistant Director for Care & No Change 8 December 2021
Protection Impact 4 | Likelihood | 3

Update - We are continuing work to further strengthen practice and services through our Strengthening Services for Children and Families
Programme.

Current Controls: Participation in sector improvement programme, self-assessment processes, improvement plans; Supervision processes;
case file audits; performance management with report to CSLT/Safeguarding Overview and Scrutiny Committee; policies and proce ss
continuous improvement; case audits by peer groups/senior managers.

Risk 106 - Failure to understand and respond to the changing nature of exploitation results in a safeguarding failure

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Care & No Change 8 December 2021
Protection Impact 4 | Likelihood | 3

Update - Ournew Pan-Dorset Safeguarding Partnershiparrangements are nowin place including the appointment of a highly regarded and
experienced chair as Independent Scrutineer. We, along with partners across Dorset have published our new Child Exploitation Strategy
2020-2022 setting out howtogether we will ensure an effective and coordinated response to childrenand youngpeople atrisk of, or linked
to exploitation, identifying potential risk early to reduce risk and harm.

Multi-agency strategy agreed and tactical group in place to oversee this work.

Multi-agency tactical group meetingis held regularly to understand and share intelligence on exploitation locally.

Risk 107 - Inadequate evidence base (induding Partnership data)to determine service needfor children's care and protection

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Care & No Change 9 December 2021
Protection Impact 4 | Likelihood [ 3

Update - We are undertaking significant work to further strengthen practice and services through our Strengthening Servicesfor Children and
Families Programme. The developments in Business Intelligence are supporting us to understand and model service need and we will
continue to develop this approach.

Controls
e Business Intelligence Team is improving the approach to collection and sharing information
e JointStrategic Needs Assessment completed
Mitigation
e  We are undertaking significant work to further strengthen practice and services through our Stre ngthening Services for Children
and Families Programme
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e The developments in Business Intelligence are supporting us to understand and model service need and we will continue to deve lop
this approach

Commissioning & Partnerships

Risk 277 - Insufficient availability of local placements and s upported accommodation to meet local needs.
Accountable Officer Direction of Travel Last Reviewed Risk Rating

Corporate Director for No Change 8 March 2022
Commissioning & Partnerships Impact 3 Likelihood 4
Update - Ensuring sufficient local placements for our children in care closer to their familiesand communities and ensuring sufficdent
accommodation options for young people | eaving care and other vulnerable young peopleis a priority within our Strengthening Services for
Childrenand Families Plan. We have developed and published the Dorset Young People’s Protocol between Housingand Children’s Senices,
this isajoint protocol that describes how Housing and Children’s Services will work together jointly to addressthe needs of 16- and 17-year-
olds. The placement s ufficiency strategy was approved by CabinetinJanuary 2021 and is a 3-year plan for delivery of additional placements.
Although thereisincreasedlocal investmentandplansinplace to address long-term sufficiency, there remains several national challenges
havingan impact onsufficiency. These indude quality concerns identified by Ofsted resulting in the restriction of new admissions in multiple
settings, lack of sufficient availability of crisis mental health support including Tier 4 mental health beds, lack of secure welfare
accommodation. Progress is now being made on the development of the new build children's homes andthese are expectedto bereadyin
April 2022. In addition, plans are in place for registration of additional provision of DC owned premises, however the availability of local
placements remains a challenge. There remaindelays in developing the care leaver accommodationin Weymouth; however, we expect this
to be open in August 2022. We will be retendering fora supported accommodation framework laterin the year.

Controls

e Developmentoflocal provision internally through the building of new children's residential provision.

e Developmentoflocal provisioninternally throughthe repurposing of existing council premises for the provision ofresidential care.

e  Working with external providers to encourage the opening of new provision locally through offering | ease arrangements on DC
buildings.

e  Workingwith externalproviders to encourage the openingof new provisionlocally through s haring local intelligence on needs and
supporting registration and consideration of block contracts where appropriate.

e Developingourin-house fostering provision -increasing the timeliness of assessmentand the quality of support.

e Workingwith health colleagues to implement new models of crisis care for children experiencing poor mental health

Mitigation
e Planning permission has been secured to build additional local residential provision.
e The placement suffidency strategy was approved by Cabinet in January 2021 and is a 3-year plan for delivery of additional
placements.
e Marketengagementandtendering activity has taken place to attempt to secure additional children's homes places, better access
to local independent fostering agencies, and to bring supported accommodationinto line with the incoming regulatory framework.

Risk278 - Major safeguarding failure by placement providers

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for No Change 31 December 2021
Commissioning& Partnerships Impact 4 | Likelihood | 3

Update - Regular contract managementisin place as part of regional andlocalframeworks. Due diligence on providers takesplace prior to
making a placement through checking of Ofsted reports and location risk assessments. We have appointed a QA officer to work with
operational services to identify early warning signs that can be addressed with providers. Ofsted Assurance visits have increased and are
identifying poor practice. Controls and Mitigation

e Due diligence checks prior to making placements

. Regular ccontract review meetings

e Visits bysocial workers, IROs and other professionals

e QAofReg44visits
Monitoring of Ofsted assurance visit reports and notifications of restrictions and closures

Schools & Learning

Risk272 - Failure to stabilise the budget for the High Needs Block
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Schools 4 January 2022
& Learning

Impact 5 | Likelihood | 5

Update - Response: Failureto stabilise the pressuresinthe HNB budget will resultina furtherincreasein the deficitinthe DSG and could
potentially affect the Council's financial position. Work is being undertaken to move to early intervention and support for families across
Dorset; to identify pupil needs earlier so that remedial support can be put in place quickly and thus try to stop expensive support later; to
create spedalist supportin all schoolsand highly specialist support in local schools to reduce the need for pupils to be p laced in the
independent sector. Control and Mitigation - Workis being undertakento move to earlyintervention and support for families across Dorset;
to create specialist supportin allschools and highly specialist support in local schools to reduce the need for pupils to b e placed in the
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independent sector. The Council has agreed to invest £40m in SEND placement sufficiency and has signed off the High Needs Block
Management Strategy to manage the pressure on the budget.

Risk Management Update Report

Corporate Services

Extreme and High-level Risks

As of 9 March 2022
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Corporate Services

Extreme Risks

EXTREME

Risk 286 - Loss of ICT service or data through a cyber-attack - Accountable Officer - Head of ICT
Operations
(Impact 5 Likelihood 5)

Risk 348 - There is a business continuity risk from delayed ICT recovery after a disruption such as
a power failure - Accountable Officer - Head of ICT Operations
(Impact 5 Likelihood 4)

High-Level Risks
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Finance

Risk 345 - There is a risk that DC will not comply with the Procurement Regulations (UK Law) or
Contract Procedure Rules if business areas fail to seek advice from, or have early engagement
with, the Commercial & Procurement Team - Accountable Officer - Service Manager for
Commercial & Procurement

(Impact 3 Likelihood 4)

Risk 346 - There is a risk that DC will not attain best value through procurement activity and
effective contract management if business areas fail to seek advice from, or have early
engagement with, the Commercial & Procurement Team - Accountable Officer - Service Manager
for Commercial & Procurement

(Impact 3 Likelihood 4)

Human Resources & Organisational Development

Risk 359 - There is a risk that Schools will cease buying DC HR services, leading to a reduction in
income into service and associated impact on service delivery from the wider service -
Accountable Officer - Service Manager for HR Operations

(Impact 4 Likelihood 3)

Risk 349 - There is a risk that the HR Manager Self-Service model is inconsistently applied across
the council by managers - Accountable Officer - Service Manager for HR Operations
(Impact 3 Likelihood 5)

Risk 358 - There s a risk that the review of terms and conditions may impact on the retention of
key skills within the council - Accountable Officer - Corporate Director for Human Resources
(Impact 4 Likelihood 3)
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HIGH-LEVEL

Legal & Democratic Services

Risk 212 - Inadequate information governance culture and framework and culture (policy;
training; monitoring etc) resultsin asignificant data breach - Accountable Officer - Service Manager
for Assurance

(Impact 3 Likelihood 4)

Risk 388 - Information Compliance - Insufficient uptake of data protection trainingand inadequate
awareness of statutory obligations - Accountable Officer - Service Manager for Assurance
(Impact 3 Likelihood 5)

Risk 393 - Information Compliance - Inadequate "data protection by design and default" culture
and processes - Accountable Officer - Service Manager for Assurance
(Impact 4 Likelihood 3)

Business Insight & Corporate Communication

Risk 317 - Policy work slower than required (Chief Exec's) - Accountable Officer - Head of Chief
Exec’s Office
(Impact 3 Likelihood 4)

Risk 344 - There is a risk that teams/services/directorates breach the Equality Act 2010 by failing
to assess the impact of service changes, new policies, and projects on people with protected
characteristics - Accountable Officer — Senior Leadership Team

(Impact 3 Likelihood 4)

Risk 316 - Value for money work doesn't progress (Chief Exec's) - Accountable Officer - Head of
Chief Exec’s Office
(Impact 3 Likelihood 4)

Risk 314 - Lack of ability to focus on core campaigns (Comms) - Accountable Officer - Chief
Executive and Service Manager for Communications and Engagement
(Impact 3 Likelihood 4)

Risk 315 - Burn out of team members due to volume of work (Comms and Chief Exec's) -
Accountable Officer — Head of Chief Exec’s Office, Service Manager for Communications and
Engagement and Service Manager for Business Intelligence and Performance

(Impact 3 Likelihood 4)

Digital & Change

Risk 326 - Failure to deliver savings from transformation - The efficiency and savings programme
and associated the transformation programme are not delivered including the failure to deliver
financial savings - Accountable Officer - Corporate Director - Digital & Change

(Impact 4 Likelihood 3)
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HIGH-LEVEL

Corporate Management Team

Risk 385 - Failure to deliver the medium-term financial plan leads to service cuts - Accountable
Officer - Corporate Service Management Team
(Impact 5 Likelihood 3)

Risk 377 - Failure to understand the impact of government policy changes on future service
delivery - Accountable Officer - Corporate Service Management Team
(Impact 4 Likelihood 4)

Risk 378 - Failure to inspire a future generation of political leaders - Accountable Officer -
Corporate Service Management Team
(Impact 5 Likelihood 3)

Risk 379 - Conflict between delivering aspirations from the Council plan and ongoing Covid
response demands - Accountable Officer - Corporate Service Management Team
(Impact 4 Likelihood 4)
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Management Update

Finance and Commercial

Risk345-There is ariskthat DCwill not comply withthe Procurement Regulations (UK Law) or Contract Procedure Rules ifbusiness areas
failto seek advice from, or have early engagement with, the Commercial & Procurement Team

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Service Manager for No Change 18 July 2021
Commercial & Procurement Impact 3 | Likelihood | 4

Controls - Communication about the role of the commercial and procurement team is in development. Lead and development of the
Commercialisation Programme (Beingmore commercially minded). Procurement Forward Plan. The programme willexpand existing training
and develop new offers to include on-line modules / resources within the Learning Hub - Commercially Minded.

Risk346 - There isariskthat DCwill not attain best value through procurement activity and effective contract management if business
areas fail to seek advice from, or have early engagement with, the Commercial & Procurement Team.
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Service Manager for No Change 19 July 2021
Commercial & Procurement Impact 3 | Likelihood | 4
Controls - Communication about the role of the commercial and procurement team is in development. Lead and development of the
Commercialisation Programme (Beingmore commercially minded). Procurement Forward Plan. The programme willexpand existing training
and develop new offers to include on-line modules / resources within the Learning Hub - Commercially Minded.

HR and OD

Risk359-There isariskthat Schools willcease buying DCHR services, leading to a reductioninincome into service and associated i mpact
on service deliveryfrom the wider service.

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Service Manager for HR No Change 27 July 2021
Operations Impact 4 | Likelihood | 3

Update - Willimpact on our ability to continue to fund servicesdelivered to DC, due to c£400k of income underpinning costs of resources in
teams/roles supporting DC services. Continued increase in large MAT's, in line with Govt direction, increases likelihood that schools willl
convertto larger MAT's, where direct employment of HR resources is more viable/common, resultingin schools ceasing to buyi nto DCHR
Services.

Controls - Continued focus onservice improvement and promotion of DCHR Services, including added va lue offered as being part of LA and
specialists in supporting educational settings with people management matters.

Risk349 - There is ariskthat the HR Manager Self-Service model is inconsistently applied acrossthe council by managers

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Service Manager for HR No Change 17 August 2021
Operations Likelihood

Update - Will impact on individual and collective decision making leading to a range of impacts from administrative errors to lengthy and
expensive employee relations disputes - Lack of clarityaround role of managers in dealing with people management matters and willingness
of managers to engage in this way of working, potentiallyinfluenced by experience or lack of confidence in dealing with people management
matters.

Controls
Monitoring of volume of managers workingoutside of current self-service model, with escalation ofany patterns or areas of concern. Work
underwayto introduce improvements to systems and process (i.e., DES, Recruit) to simplify common tasks performed by managers .

Risk358-There is ariskthat the review of terms and conditions mayimpact onthe retention of key skills withinthe council.

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director for Human No Change 27 July 2021
Resources Impact 4 | Likelihood | 3

Update - Without incurring significant additional cost to the council, it will be difficult to introduce a set of terms and conditions for all
employees thatwill notsee anyreductionin termsinsome areas, whichmayleadto employeesdecdingto leave the council (i.e., potential
reduction in annual leave for Social Workers).
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Controls - Engagement with directorate | eads to understand the potential impact of changesto terms and conditions on different elements
of the workforce. Early engagement with TUs. Full consideration of differentimplementation options.

ICT Operations

Risk286 - Loss of ICT service or data through a cyber-attack
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of ICT Operations No Change 16 September 2021

Impact 5 | Likelihood | 5
Update - Countermeasures for this risk can be splitinto 2 categories, Likelihood reduction and Impact reduction.

Likelihood reduction:
Reducing the likelihood ofanattack requires multiple layers of protection around the infrastructure and staff accounts. This is known as the
‘defence in depth’ principle.

Implemented mitigations:

Phishing/Social Engineering — Around 80% of successful attacks are caused by successful phishingattacks. This would usually be staff being
tricked into providing their username and password or downloading malicious software to their work computer. Cyber Security awareness
training helps staffidentify fraudulent emails and phone callsand reduces the likelihood ofbe tricked into this type ofattack. This control is
in place and needs maturing.

Multifactor Authentication — Multifactor authentication is a technical control that re quires staff to provide additional information to log into
a system. Thishelps protect accounts from compromise evenif the username and password is known. This reduces the likelihood of complete
account compromise in some situations even where the account password is known.

Conditional Access —Onlyallows account access if certain conditions are met. Defines when multifactoris required to login.

Vulnerability Management — identifies vul nerabilities in technology. Reduces likelihood by enabling ICT Operations to proactively resolve
vulnerabilities before theyare exploited in an attack.

Further planned impact reduction mitigations:

e SecurityEventandInddent Management (SEIM) — Assists with the detectionof anattackora breach. Can reduce the impactof a
breach by detecting it earlier. This capabilityis beinginstalled.

e Immutable backup — This is a ‘backup of last resort’ and is specifically intended to provide a countermeasure to a ransomware
attack. Immutable backups provide a read only copy of data that would be difficult to compromise during a ransomware attackand
would enable the Council to recover data if primarysystems had been compromised.

The longer a vulnerability, cyber-attack or breachis left uncontrolled the more damage canbe done. Permanent total data | oss, Citizen data
released ontheinternet, blackmail. Data gatheredcanbe used bythe threatactors to launchsocialengineering attacks onthe residents of
Dorsetwith information stolen fromthe Council. Application rationalisation (Likelihood) will reduce the totalnumber of vul nerabilities in the
infrastructure therefore reducing the attack surface of the council. Target score is 12 with optimal controls in place.

Controls

e CyberAwarenessTraining (Likelihood) — Awarenesstraining is provided usinga 3rd partyservice and indudes content on phishing
activities. The product also runs automated phishingsimulation emailsto all staff and providesreports indicating susceptibility to
phishing emails over time.

e  Conditional Access (Likelihood) — Conditional Access technologies are in place to protect staff account identities. Conditional Access
has been implemented,

e Vulnerability Management (Likelihood) — Capabilities have been implemented and are being matured.

e Security Event and Incident Management (Impact) - Capabilities have been implemented and are being matured.

Risk348-There is a business continuityrisk fromdelayed ICT recovery after a disruption such as a power failure.
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of ICT Operations No Change 19 July 2021

Impact 5 | Likelihood | 4
Update - Inadequate | CT service continuity ca pabilities, planning, training, and testing results in delayed a bility to recover ICT services
supporting critical businessfunctions inthe event of a disruption.

Controls - People - Current counter measures are based on the experience and previous procedures usedin the former DCC. Whilst these
procedures were effective, they have not been updated for Dorset Council. The principles will workhowever some of the spedfic details
will be out of date. Current technology convergence makes baselining and testing i mpractical.
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Legal & Democratic Services

Risk212 - Inadequate information governance culture and framework and culture (policy; training; monitoring etc) results in a significant
data breach

Accountable Officer Direction of Travel Last Reviewed

Risk Rating

Service ManagerforAssurance No Change 8 March 2022

Impact 3 | Likelihood | 4

Update - The Shaping Dorset Council programme included a workstream on information governance to ensure that key policies and processe s
were harmonised, which has transformed into an Information Governance working group since 1 April, chaired by the Senior Information
Risk Officer. The Information Compliance team are formulating an action plan, which will be owned by the board. Capacityinthe information
compliance team has been challenging, with team resources focussed on "firefighting" Freedom of Information; Subject Access Requests and
Data Breaches, leaving limited time to move forward strategicinformation governance improve ments. Abusiness case to increase capadty
was approved bySLT and recruitment is underway (initial recruitment campaign was o nly partially successful). Afully resourced team will be
able to provide greater focus on strategicinformation compliance issues.

Controls - Portfolio of information governance policies, GDPR training, Information Governance Group, and Information Governance Action
Plan

Mitigation - Additional resourcing to be recruited, following approval of business case

Risk 388 - Information Compliance - Insufficient uptake of data protection training and inadequate awareness of statutory obligations

Accountable Officer Direction of Travel Last Reviewed

Risk Rating

Service Managerfor Assurance No Change 8 March 2022

Impact 3 | Likelihood | 5

Update - The mandatory data protection eLearning module wasrevised in early 2021. As of March 22, completion levels remain disappointing.
Managers can monitor completion rates within their teams via the learning portal.
Completion ofdata protection training is one of the KPIs included within monthly performance monitoring, owned by the HR & OD team

Risk 393 - Information Compliance - Inadequate "data protection by design and default" culture and processes

Accountable Officer

Direction of Travel

Last Reviewed

Service ManagerforAssurance

No Change

10 December 2021

Impact

Risk Rating

3 Likelihood 4

Update - Work is necessary to embed a culture of Data Privacy Impact Assessments for any transformational change proposals

Business Insight & Corporate Communication

Risk317- Policyworkslower than required (Chief Exec's)

Accountable Officer

Direction of Travel

Last Reviewed

Head of Chief Exec’s Office

No Change

11 May 2021

Impact

Risk Rating

3 Likelihood 4

Update - Resource issues. Results in lack of corporate oversight of key council policies, horizon scanningand fundingopportunities

Risk344 -There is ariskthatteams/services/directorates breach the Equality Act 2010 by failing to assessthe impact of service changes,
new policies, and projects on people with protected characteristics

Accountable Officer

Direction of Travel

Last Reviewed

Senior Leadership Team

No Change

19 July 2021

Impact

Risk Rating

3 Likelihood 4

Update - Thisis a risk because a) we are going through a period of significant service change and transformation b) understanding of equality
legislation is inconsistent across the workforce and c) we are implementing a new process for assessing equality impacts. The risk is of a
successful judicial review resulting in financial penalties and reputational damage Information Governance Action Plan

Controls - EDI training is mandatory forall employees
Mitigation - Additional resourcing to be recruited, following approval of business case

Risk316 - Value for moneywork doesn't progress (Chief Exec's)

Accountable Officer | Direction of Travel | Last Reviewed Risk Rating
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Head of Chief Exec’s Office No Change 11 May 2021
Impact 3 | Likelihood | 4

Update - Resource issues to deliver the worknow. Mayresultin lack offocus on areas where we are not delivering value for money - Currently
discussing whether SWAP may be able to provide some resource - Investigate other resourcing options.

Risk314 - Lack of ability to focus on core campaigns (Comms)
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Chief Executive and Service No Change 11 May 2021
Managerfor Communications Impact 3 | Likelihood | 4
and Engagement
Update - Reactive, responses constantly re quired throughout the pandemic resultingin inability to resource full range of campaigns to support
council priorities - Weekly (and sometimes daily) work prioritisation - Work with the team to identify workable solutions e.g., splitting reactive

and proactive work to specificindividuals.

Risk315-Burn out of team members due to volume of work (Comms and ChiefExec's)

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of Chief Exec’s Office; No Change 11 May 2021
Service Manager for Business Impact 3 | Likelihood | 4

Intelligence and Performance;
Service Manager for
Communications and
Engagement
Update - During pandemic response, both teams have been working above and beyond and there is a danger that this becomesnormalised
-Supporting colleagues and signpostingthem to support tools that the council provides, encouraging people to take leave - Be clearer with
colleaguesinfrontline services about what we canand can't do. Work with them to prioritise key a ctivity.

Digital & Change

Risk326- Failure to deliver savings fromtransformation - The efficiency and savings programme and associated the transformation
programme are notdelivered including the failure to deliver financial savings.

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Director - Digital & No Change 17 May 2021

Change Impact 4 | Likelihood | 3

Update - Transformation Programme in place focussed on deliveringagreed financial targets. Financialmonitoringarrangements
strengthened andintegratedinto budgetary control. Governance arrangements in place to report and monitor the realisation of savings.
Review of financial forecasts at MTFP - effective project managementto realise savings and ensure appropriate staffing levels within
projects. Control - Treat—continue withthe activityand bring the risk to an acceptable level

Corporate Management Team

Risk385 - Failure to deliver the medium-term financial planleads to service cuts
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Corporate Service Management New Risk 24 November 2021
Team Impact 5 | Likelihood | 3

Risk377 - Failure to understand the impact of government policy changes on future service delivery
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Senior Leadership Team New Risk 11 November 2021

Impact 4 | Likelihood | 4
Update - Identified by CSLT 13 September 2021 - Controls; Continue to work closely with MPs, continue monitoring all government
consultations, develop relationships with Peers livingin Dorset, and Engage with CCN's Policy and Strategy Group

Risk378- Failure to inspire a future generation of political leaders
Accountable Officer Direction of Travel Last Reviewed Risk Rating
Senior Leadership Team New Risk 11 November 2021

Impact 5 | Likelihood | 3

Update - Identified by CSLT 13 September 2021
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Risk379- Conflict between deliveringaspirations fromthe Council plan and ongoing Covid response demands

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Senior Leadership Team New Risk 11 November 2021
Impact 4 | Likelihood | 4

Update - Needs discussion and refinementatSLT

Risk Management Update Report

Place Directorate

Extreme and High-level Risks

April 2022
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Place
Extreme Risks

Waste Commercial and Strategy

Risk 381 - Cost of contracted services (HRCs operation, transportation) increases when retendered
- Accountable Officer - Head of Commercial Waste and Strategy
(Impact 5 Likelihood 4)

EXTREME

High-Level Risks
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ASSETS & PROPERTY

Risk 201 - Climate change effects on sea level rise and uncertainty could lead to low lying areas
such as Weymouth being uneconomicto defend - Accountable Officer - Service Manager for Major
Projects

(Impact 4 Likelihood 3)

Risk 138 - Breach of health and safety at an occupied premise - Accountable Officer - Head of Assets
& Property
(Impact 4 Likelihood 3)

Economy Infrastructure and Growth — DORSET TRAVEL

Risk 362 - LOSS OF STRATEGIC PUBLIC ROUTE Loss/severe reduction of key public transport
route(s) - e.g., no longer commercially viable, change to bus operator strategic direction - now
made worse by COVID - Accountable Officer - Service Manager for Travel Operations

(Impact 3 Likelihood 4)

Risk 364 - OVERHANGING TREES Unviability of school bus routes caused by failure to cut back
overhanging trees and vegetation (e.g., those operated by First Wessex and others) - Accountable

Officer - Service Manager for Travel Operations
(Impact 3 Likelihood 4)

Risk 365 - MARKET FORCES Failure to understand and influence factors affecting DCs spend on
contracted-out transport services - resulting in significant overspend - Accountable Officer -
Service Manager for Travel Operations

(Impact 3 Likelihood 4)

Economy Infrastructure and Growth — HIGHWAYS

Risk 84 - Failure to deliver a safe and suitable alternative to the current arrangements for
Wareham Level Crossing - Accountable Officer - Service Manager for Infrastructure & Assets
(Impact 4 Likelihood 4)
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Risk 73 - Failure to attract funding for asset maintenance - Accountable Officer - Service Manager
for Infrastructure & Assets
(Impact 4 Likelihood 3)

Risk 292 - Winter Service budget pressures - Accountable Officer - Service Manager for
Network Operations
(Impact 4 Likelihood 3)

Risk 63 - Inability to maintain the highways infrastructure to an acceptable standard in the face
of changing circumstances (e.g., budget reductions, climate change) - Accountable Officer -
Service Manager for Network Operations

(Impact 4 Likelihood 3)

Economy Infrastructure and Growth — PLANNING

Risk 141 - Changes to national planning policy led to delays to prep of the Local Plan Review -
Accountable Officer - Head of Planning
(Impact 4 Likelihood 3)

Risk 194 - Lack of five-year housing land supply, or failure to meet Housing Delivery Test, means
that policies are considered out of date and there is risk of having to allow more applications
and of losing planning appeals - Accountable Officer - Service Manager for Spatial Planning
(Impact 3 Likelihood 4)
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GROWTH & ECONOMIC REGENERATION

Risk 228 - Changing funding landscape and ability to secure investment funding for Dorset -
Accountable Officer - Service Manager for Growth & Economic Regeneration
(Impact 3 Likelihood 4)

Risk 231 - Securing sufficient and appropriate skills and resources through restructuring of
service to deliver DC economic growth strategy - Accountable Officer - Service Manager for
Growth & Economic Regeneration

(Impact 4 Likelihood 3)

Management Team

Risk 375 - Gap exists between amount of available resource and ability to deliver statutory
demand - Accountable Officer - Place Management Team
(Impact 4 Likelihood 3)

Risk 373 - Aninability to recruitinto key / critical posts - Accountable Officer - Place Management
Team
(Impact 3 Likelihood 4)
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Commercial Waste & Strategy

Risk 293 - Failure to secure capital to develop and maintain waste infrastructure - Accountable
Officer - Head of Commercial Waste and Strategy
(Impact 4 Likelihood 3)

Risk 382 - Change of regulations leads to higher cost of waste treatment - Accountable Officer -
Head of Commercial Waste and Strategy
(Impact 4 Likelihood 4)

Risk 208 - Gaining sites and planning to provide infrastructure leads to failure to deliver service
- Accountable Officer - Head of Commercial Waste and Strategy
(Impact 4 Likelihood 4)

Risk 209 - Change of government policy through the new DEFRA national waste strategy could
impact what, and how, waste is collected and increasing costs - Accountable Officer - Head of
Commercial Waste and Strategy

(Impact 4 Likelihood 3)
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Risk 211 - Failure to maintain high recycling and therefore waste diverted to more expensive
disposal - Accountable Officer - Head of Commercial Waste and Strategy
(Impact 4 Likelihood 3)

Place Based Services — WASTE & OPERATIONS

Risk 62 - Traffic Commissioner Revoking, Curtailing, Suspending or Restricting DCC's Operators
Licence (Goods and/or Passenger Carrying Operators Licence) - Accountable Officer - Head of
Waste & Operations

(Impact 4 Likelihood 3)

Risk 83 - PUWER Regulations - non-compliance of PUWER Regulations (H&S Provision and Use of
Work Equipment Regulations 1998) - Accountable Officer - Head of Waste & Operations
(Impact 4 Likelihood 4)
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Management Update
ASSETS & PROPERTY

Engineering & Special Projects

Risk201 - Climate change effects on sea level rise and uncertainty could lead to lowlying areas such as Weymouth being uneconomic to
defend

Accountable Officer

Service Manager for
Engineering & Special Projects Impact 4 | Likelihood [ 3
Update - Latest inter-governmental guidance is used when designing coast defences, design life of 50 years. Shoreline Management plan
review —agree to usemanaged realignment of coastline in areas. May have to design coastaldefences for 100 years life and accept increased
costs of doingso. Mayhave to relocate coastal communities. Work with, notagainst, nature. Furtherbids to Defraandothers to increase
fundingabove EA thresholds for erosion management and flood defence works. 100-year plan being developed for Weymouth in conjunction
with Environmental agency. Controls - Use latest inter-governmental guidance when designing coast defences, design | ife of 50 years.
Shoreline Management plan review

Risk Rating

Last Reviewed
9 December 2021

Direction of Travel
Improving Risk

Risk138 - Breachof healthandsafetyatan occupied premise (Directorate Duty Holder)
Accountable Officer Direction of Travel Last Reviewed
Head of Assets & Property No Change 9 December 2021

Risk Rating

Likelihood
Update - Many sites now have a nominated Premises Responsible Person. However, restructuring of services and adoption of Corporate
Landlord model has reduced local understanding of the Directorate Duty Holder Strategy. The strategy is ratified and DDH nominees hawe
been identified. Grenfell Tower fire has implicated the need for a review of fire safety and specific review of individual p roperty risks. Comply
with DCLG/DFES requests forinformation/ complete our own fire risk reviews additionallyand implement actions arising.

Economy Infrastructure and Growth — DORSET TRAVEL

Risk362 - ADULT SAFEGUARDING Major safeguardingincident ariseson adult transport due to lack of supervision

Accountable Officer Direction of Travel Last Reviewed
Service Manager for Travel New Risk 8 March 2022
Operations Impact 3 | Likelihood | 4

Update - Providingrevenue support to a publicroute beyond our current position would have significant financial implications —not just for
one route, butforothersinthe network. This would need careful consideration and support from Cabinet. National Bus Strategy project has
raised the profile and commitment to public transportin Dorset, so should lower the risk of suddenloss ofroutes. Slow reco very from COVID.
a lack of confidence in publictransport and reduction ingovernment funding supportis making it difficult for operators to maintainsenice

levels at pre COVID frequencies.

Risk Rating

Governmenthave agreedto extend the Bus Recovery Grant foranother 6 months whichis welcome. Provision of interim financial support
(COVID emergency funds or de minimis payments). No available transport for children, sothey can't get to school (if using thisroute); General
public can't get to employment or key services; Financial cost if we must support continuation of the route; Re putational damage to the
Council if we fail to react. Long lasting impact of COVID has meant passenger numbers are not recovering very quickly, which in tum may
result in lower frequency or complete loss of some routes. Control - Lobbying government for more funding support for b us companies -
through ATCO and through Portfolio Holder.

Provision of interim finandal support (COVID emergency funds or de minimis payments) - Mitigation - Seek out sources of additional
developer funding that may support the route, Tender route through Dynamic Purchasing System (DPS), Explore options toincrease operator
re-imbursement rate for ENCTS, work closely with operatorand other key stakeholders to assess possible options

Risk364 - OVERHANGING TREES Unviability of school bus routes caused by failure to cut back overhangingtrees and vegetation (e.g., those
operatedbyFirst Wessexand others)

Accountable Officer

Direction of Travel

Last Reviewed

Service Manager for Travel
Operations

New Risk

8 March 2022

Impact

Risk Rating

3 Likelihood 4

Update - Other bus companies are also experiencing problems on routes - Yellow Bus and Damory. The Arb team have a backlog of 300
incidents to deal with. Recent storms have made matters worse. Some work has startedin West Dorset to addresstree issues in Netherbury
area this week, but response times to tree problems are generally slow. First Wessex may withdraw from the contract if they deem the costs
of additional vehicles is too high - service delivery, financial and re putational risk; Retendering these routes mayresultina sharp increase in
costs of school transport; School children maybe putatrisk fromvehiclesimpacting with branches if theyinsist onusingd ouble decker on
unsuitable routes - safety and reputational risk; Children may be late to school if there is damage and other problems arising from tree
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damage - delivery and reputational risk; Legal challenge from other operators if DC are seen to be subsidising First Wessex to mitigate the
impact on their operation. Control - Dorset Travel have procured a specialist tree cutting vehicle.

We need maps from operators detailing most critical locations for tree cutting. Mitigation - Facilitate communication and cooperation
between First and DC's Highways and Arboriculture teams. Establish clear understanding amongst all parties of the problem tree locations
and the scale of work and timeframes involved. Get a detailed and practical back up plan from First Wessex on how they will deliver their
routes usingalternative ve hiclesat the start of the school term. Instigate emergency tree cutting where necessary. Provide additional finandal
support for extra vehicles on routes affected

Risk365- MARKET FORCES Failure to understand and influence factors affecting DCs spend on contracted-out transport services - resulting
in significant overspend

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Service Manager for Travel New Risk 8 March 2022
Operations Impact 3 | Likelihood [ 4

Update - Aforecast overspend of 20% hasbeen built into the budget. Recent tenders suggest a price increases running at >30%. Recent sharmp
rises infuel costs due to Ukraine conflict onlyaddto the problem. Overspend is unsustainable over time and contributes to finandal collapse
of Council; Some transport operators may go out of business, leadingto | esscompetition andinabilityto deliver services; D elays in awarding
routes means that complianttransport cannot be provided in an acceptable timeframe.

Control - Aprogramme of contractor meetings is planned to gaina better mutual understanding of the current position. Routes need to be
reviewed for possible rationalisation. Perhaps make more use of Personal Travel Budgets (PTBs)for parents - this willrequire a more flexible
approach. Various Transformation programmes in place to reduce costs. Work more closely with Licensing team to tryand streamline related
workstreams and reduce costs. Possible lobbying of government through ATCO and other bodies.

Mitigation - Tendering in blocks to allow contractors to optimise their bids. Optimising lengths of contract. Ensure that we have maximised
the number of companieson our DPS toimprove competition (but without sacrificing quality) . Working with Children's and Adult Services on
a rational commissioningstrategy. Meeting regularly with contractors to improve our understanding of the market and their understanding
of DC's needs. Review costs and practicalities of providingtransport services in-house. Better trainingand resourcing of contract management
within the team. Work closely with colleaguesin Finance and Procurement on market changes. Expandingresource within contracts team

Economy Infrastructure and Growth — HIGHWAYS

Risk 84 - Failure to deliver a safe and suitable alternative to the current arrangements for Wareham Level Crossing

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Service Manager for No Change 7 February 2022
Infrastructure & Assets Impact 4 | Likelihood | 4

Update - Dorset Coundl assumed responsibility from Dorset County Council (DCC) to manage the pedestrianlevel crossing in Wareham. The
lease agreement between Network Rail and Dorset Council for the level crossing runs until 2038; this crossing will close in 2038 as per the
terms of the lease. Ifno suitable alternative is delivered before 2038 Dorset Coundl would be found to be breaching Equalities legislation. In
2008/9 The Office for Road and Rail (ORR) raised safety concerns with the pedestrian level crossing in Wareham. The ORR stated that
mitigatingmeasures hadto be putinplace ortheywouldforce the closure of the crossing. As a result, DCCpaid for the p rovision of security
guards atthe crossingto improve compliance and safetyatthe crossing. Inmore recent years, following an additional review by the ORR the
crossing has been managed with electronic gates closed by securityguards when a train is approaching. The crossing is currently managed
betweenb6amand 1lam (19hours) sevendays a week. The provision of security staff is provided by third party contractors STM Security Ltd.
The crossingis locked closed between 1lam and 6am each day.

Network Rail and the Council have tried twice before to resolve this by proposing ramped bridges adjacent to the existing footbridge but
failedto obtain planning permission fromthe then Purbeck District Councilowing tolocal objections. The crossing continuesto be a finandal
commitment with ongoingre putational concerns as there is no suitable alternative means forallto cross the rail linesifth e crossingis dosed
—there is a stepped footbridge adjacent to the crossing. A parallel footway/cyclewayalong the A351is beingexploredinthe area to address
an existing network deficiency.

There remains commitment from Dorset Council and Network Rail to finding a resolution. Commitment from central government ap peared
more likelyfollowinga visit by the Minister for Rail to the site and meeting with key stakeholders on 23 January 2020. Th e Minister for Rail
stated that he was committed to finding a solution and that safety and a ccessibility were of paramount importance which would likely mean
thata degree of compromise is required when considering suitable alternatives. Network Rail have agreed to explore and exhaust all possible
technological options for providing an automated level crossing, however, it is more likely that an alternative step free route over the rail
lineswill be the mostviable solution. Nov2021 - No definitive permanent plans are proposed, or funding secured for a suitable altemative.
Michael Tomlinson MP is lobbying Network Rail and Transport Minister for a solution and funding. Procurement of | evel crossing security
contractin August 2021 to make revenue savings for council to continue to deliver service.

* This has beenanongoingissue for 25 years. Network Rail have triedtwice before to resolve this but failed due to planningissues.
* Currently costing the authority £120,000 per year for security guards (with costs rising).

* Introduce ramps, with crossing fenced off, and removal of security guards.

* Continued lobbying and negotiations with Network Rail.

* Implement main recommendation of ramped solution.
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* Open public meeting held in the evening chaired by MP. Ramp proposal met with overwhelmingly hostile local reaction.

* Working to modify Network Rail asset, the existing bridge, has trigged more demanding NR assurance requirements.

* Introduction of ramps (main recommendation) failed to get planning permission.

* Access for All funding bid by South West Railways and Network Rail for DfT funding to install lifts failed.

* The crossing continues to be a high risk for safety, continuing financial commitment and reputational damage. Risk being re alised with
recent crossing incidents, lack of attendants and crossing closure.

Cause:

* Failure to get planning agreement.

* Failure to getagreement on funding.
* Lack of Member/Cabinet support.

* Opposition from Town Trust, etc.

Consequence:

* Closure of crossing by Office of Road & Rail.

* Legal action against DC.

* Death.

* Serious injury.

* Reputational damage.

* Financial impact - either due to incidents or ongoing maintenance/management.
* Negative publicity.

* Customer dissatisfaction.

* Public liability claims.

Control - Security guards in place (at cost to DC). Active programme in place to deliver alternative arrangements.

Risk73 - Failure to attract fundingforasset maintenance

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Service Manager for No Change 7 February 2022
Infrastructure & Assets Impact 4 | Likelihood | 3

Update - The new HAMP/AMP review will help us to understand whole life cost better. Inspection regimes for cycleway schemes are needed
where we are legally responsible for their upkeep. We are not going to be allowed to charge commuted sums for SUDs adoption. Further
actions: Development of the HAMP. Working with WSP and other authorities to share best practice and create a document for bidding
purposes. Changes to processes so future maintenance funding is considered when bidding for funds. Cycleway assets - digitised in a way
that allows defects to be assigned in confirm. Avoid over specifying schemes. Develop inspection regime for cycleways. Design schemes in
the mostsuitable/low maintenance way. More robust contractualagreements where we are funding assets/equipment used by 3rd parties
(i.e., so they cannot be moved out of the county, etc); Nov2021 - £6.3M secured for maintenance activities from corporate capital progmmme
for 2021/22. Bid submitted to CSAM for £6.3M for 2022/23, awaiting outcome.

Consequences: Increased future maintenance liability. Inability to maintain new assets. Adverse publicity and damage to service re putation.
Negative impact on budgets. Increase pressure on staff. Commuted sums. Maintenance funds to be directed to footways / cycleways. This is
an unknown quantitythat comes from the revenue budget. The burden is placed on the capitalbudget to coveranythingover and abowe the
revenue budget.

Cause:Shortfalls existin funding for future maintenance of current assets, withno commuted sums for newly constructed asse ts. Designing
features which impact on future maintenance. Central Government focus on walkingand cycling leading to construction of new infrastructure
is increasing the need for DCto allocate maintenance funds to these assets.

Control - Commuted sums. Maintenance funds to be directed to footways / cycleways. This is an unknown quantity that comes from the
revenue budget. The burden is placed on the capital budget to cover anything over and above the revenue budget.

Risk292 - Winter Service budget pressures

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Service Manager for Network No Change 7 February 2022
Operations Impact 4 | Likelihood [ 3

Update - The legal positionrelating to the Highway Authority’s responsibilityin respect of the winterserviceis setoutin an amendment to
Section41(1) Highways Act 1980 (c.66) (duty of highway authority to maintainthe highway). (1A) detailsthata highwayauthorityis undera
dutyto ensure,so farasis reasonably practicable, the safe passage along a highwayis notendangered byice orsnow. The current budget
provisionto the HighwayServiceis suitable to coverthe cost of normal saltingoperations and up to 24 hours of snow clearance. There is no
budgetallocation to the service to cover the cost of snow clearance beyond this point.

Clarityhas beenrequested from the Corporate Director for Economic Growth and Infrastructure that the required budget provision will be
provided or that any operational costs will be met corporately should they be realised. It has been confirmed that this provision would be
made fromthe Server Weather Fund held outside of the service. New riskis thatsalt price has gone up b y60% because of transport costs.
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The current budget provisionto the Highway Service is suitable to cover the cost of normal saltingoperationsand upto 24 h ours of snow
clearance. Thereis nobudget allocationto coverthe cost of snowclearance beyondthis point. Seasonal variations have led to upto 5days
of snow clearance overthe winter periodin recent years.

Risk 63 - Inabilityto maintain the highways infrastructure to an acceptable standard in the face of changing circumstances (e.g., budget
reductions; climate change)

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Service Manager for Network No Change 7 February 2022
Operations Impact 4 | Likelihood | 3

Update - Service levelshave reduced due to reductions in highways reve nue funding which severelyimpacted on drainage maintenance and
pothole repairs. We have assessed ourselves as Band 3 status for 2020/21, therefore secured the full allocation from the Depa rtment for
Transport's Incentive Fund (£2.2million). But under investment in reve nue maintenance funding hascontributed to a reduction in scores for
some questions, to Band 2, specifically relating to drainage and pothole repairs. To have dropped into Band 2 o verall, would have resulted in
a loss of £1.5million.

The Highways EAP have made recommendations to Cabinet to reinstate essential maintenance funding. Further submissions for central
government funding will be made as and when the opportunities arise. Furtheractions:

o Highway maintenance revenue budget report

o Annual business cases for capital investmentin highway maintenance.

o Develop a risk-based approach to cyclicdrainage maintenance

o Further bids for extra funds from central government, and other sources, where appropriate.

Deliver Action Plan to achieve fullavailable funding from DfT incentivised funding. Cause: Adverse weather conditions. Under investment in
highways infrastructure from central government and DC funding - now and in the future (future maintenance liabilities). Incentivised
element of maintenance black funning from DfT has been increased by another year, uncertainty of funding mechanism from April 2022
onward. Lackof political support for | ocal funding allocation. Lack of ca padity to respond to necessary re pair work at times of crisis/peak work
periods. Reduction in funding without changes in ways of working. Increase in weight, size & volume of traffic. Lack of development of
systems/evidence tools. Lack of staff motivation impacts adversely on the work undertaken. Lack of staff capacity to manage insurance daim
administration within desired timescales. Unable to adapt to climate change.

Consequence: Negative impact on the council's reputation. Inability to rely on Section 58 defence. Potential increase in claims costs. Road
network not fit for purpose. Negative economic impact on the area. Negative impact on self-insurance arrangements. Negative impact on
staffing capacity to respond to complaints/FOl requests, etc (failure demand). Customer dissatisfaction. Higher cost of reactive maintenance,
ratherthanlongterm repairs. Challenges under S56 of Highways Act (noticed served to maintain area of highway). Increasing needs-based
budget. Potential increase to safetyrisk.

Control - Highways Climate Change Risk Register. Structuralmaintenance programme. Amended inspection processes. Risk based inspection
regime. Use of innovative repair techniques. Compiled asset management strategy. Highways Asset Management Plans Volume One &
Volume Two. Highway Maintenance Policy. Achieved 'Band 3' status in DfT incentive fund giving us 100% of available funding from 2017 until
2021. Executive Advisory Panel set-up to seek additional capital and revenue funding with drainage and proactive maintenance.

Economy Infrastructure and Growth — PLANNING

Risk 141 - Changes to nationalplanningpolicy led to delays to prep ofthe Local Plan Review

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of Planning No Change
Impact 4 | Likelihood | 3
Update -

Risk 194 - Lack of five-year housingland supply, or failure to meet Housing Delivery Test, means that policies are considered out of date and
there isriskof having to allow more applications and of losing planning a ppeals

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Service Manager for Spatial No Change 25 March 2021
Planning Impact 3 | Likelihood | 4

Update - Ensurethatnew localplan allocates a good supply of sites against the targets, thatthere is a variety of sites and thattheyhawe a
good chance of delivery. Ensure localplanis progressed atintended s peed. Ensure thatthe issueis clearly explained to planning committee
members and that we allow applications where appropriate, where we do not have the five-year supply.

Controls - Adopted local plans across area, though not all up to date; Five-year land supply carefully monitored across all plan areas. Proactive
approach working with developers to tryto bring sitesforward (though needs significant resource); External funding e.g., for Gillingham site;
Givingappropriate weight to housingland supplyin decisions on applications, allowing more where itis appropriate; Ensuringthat we make
sufficient developmentland allocations in new local plan, and thattheyare deliverable and viable sites.
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GROWTH & ECONOMIC REGENERATION

Risk 228 - Changing funding landscape and ability to secure investment funding for Dorset

Accountable Officer

Direction of Travel

Last Reviewed

Service Manager for Growth &
Economic Regeneration

No Change

Impact

Risk Rating

3 Likelihood 4

Update - Furtheractions - Collation and evaluation of evidence and preparation of schemes and business cases

Control - Establish economic growth strategy and priorities for Dorset, aligned with Dorset LEP and BCP

Risk231-Securingsufficient and a ppropriate skills and resources through restructuring of service to deliver DCeconomic growth strategy

Accountable Officer

Direction of Travel

Last Reviewed

Service Manager for Growth &
Economic Regeneration

No Change

Impact

Risk Rating

4 Likelihood | 3

Update - Further actions - Informed restructuring process
Control - Informed restructuring process

Management Team

Risk 375 - Gap exists between amount of available resource and ability to deliver statutory demand

Accountable Officer

Direction of Travel

Last Reviewed

Place Management Team

New Risk

17 August 2021

Impact

Risk Rating

4 Likelihood | 3

Update - Riskidentified during July 2021 risk workshop with the Place Management Team. Management update and mitigation action plan
to be delivered byRisk Owner. Place provides several statutoryservices. Increasing demand and/or pressures on financial resources mean
thatthereisa riskofagapin thelevel of resource available and the statutory s ervice deliveryrequirements. Thisriskis mitigated within the
service budget by prioritising statutory service functions over discretionary ones.

Risk373 - An inabilityto recruitinto key/ critical posts

Accountable Officer

Direction of Travel

Last Reviewed

Place Management Team

New Risk

10 December 2021

Impact

Risk Rating

3 Likelihood | 4

Update - New risk identified at Place Management Team risk workshop in July 2021. Pressure points are:

e  Highways - Driver shortages — Capacity within our supply chain is significantly reduced. However, by Christmas 21 it is expected
that8-10additional drivers willhave completed training. In addition, sicknesslevels remainlowin comparison to historic figures.
e  Waste — Driver shortages — High levels of disruption in Q2 which are especially reflected within missed collections performance

indicators.

Place Based Services — COMMERCIAL WASTE & STRATEGY

Risk293 - Failure to secure capital to develop and maintain waste infrastructure

Accountable Officer

Direction of Travel

Last Reviewed

Head of Commercial Waste and
Strategy

No Change

18 August 2021

Impact

Risk Rating

4 Likelihood | 3

Update - Waste services property forms an integral part of the Place Service depot review. Representation on the group will highlight the
ongoing and future pressure on the service and importance of increasing capacity across sites.

Risk381- Costof contracted services (HRCs operation, transportation)increases whenretendered

Accountable Officer

Direction of Travel

Last Reviewed

Head of Commercial Waste and
Strategy

New Risk

18 November 2021

Impact

Risk Rating

5 Likelihood | 4

Update - Current contract will expire in 2024. Prices have increased (labour, fuel) and high uncertainty of recycled prices are likely to increase
prices when the service is retendered.

Risk382 - Change of regulations leads to higher cost of waste treatment
Accountable Officer Direction of Travel

Head of Commercial Waste and New Risk
Strategy

Last Reviewed
18 August 2021

Risk Rating

Impact 4
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Update - Changes to regulations regarding Persistent Organic Pollutants (in domestic furniture and electronic equipment) and hazardous
wood waste requires additional separation of materials and higher disposal costs.

Risk 208 - Gaining sitesand planningto provide infrastructure leads to failure to deliver service.

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of Commercial Wasteand No Change 18 August 2021
Strategy Impact 4 | Likelihood | 4

Update - Update - Two major projects are currentlyongoing. A central waste management centre in Blandford, where planning pemission
has beensubmitted. Asite search inthe East of the countyhas been completed foranewHRCand the long list of sites is being reviewed to
generate a short list of sites. A waste infrastructure review has been completed to provide a baseline of requirements. This fe d into the
recent property review of depots across Dorset, however more work is required in this area across the Council.
Controls
e  Worked withwaste planning authority to identify and safeguard sites to meet our needs through the Waste Local Plan.
e  Workingwith neighbouringauthorities for continueduse of facilities. Contingency plans identified in all waste contracts.

Risk209 - Change of government policy through the new DEFRA national waste strategy could impact what, and how, waste is collected and
increasingcosts

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Head of Commercial Wasteand No Change 18 August 2021
Strategy Impact 4 Likelihood | 3

Update - Extended Producer Responsibility for Packaging (EPR) inthe UK consultation, A De posit Return Scheme (DRS) for drinks containers
in England, Wales and Northern Ireland consultation and The Consistency of materialscollected for recycling for households and businesses
in England consultation. There will be further consultations around minimum collection standards released later this year which will be
enforced nationally. The key areas of concern for these consultations are:

e How Dorset will receive the income fromthe producers through the EPR reform - what do they deemto be an efficient and effective
service. It's not currently clear whether we will get full net cost recovery for packaging waste. Furthermore, it's likely Govemment
be lookingto remove the level of funding DCreceives from EPR in the next s pending review- so this isn't new money to the Coundil
and creates lots of uncertainty around budgeting.

e Free garden waste collections- we strongly oppose this position as it will be a significant cost to Dorset council that we don't believe
will be fully covered under new burdens, and it will also increase our environmental impact.

Control - Active engagement though consultation responses. Involvement with national bodies.

Risk211- Failure to maintain high recyclingand therefore waste diverted to more expensive disposal

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Head of Commercial Waste and No Change 18 August 2021
Strategy Impact 4 | Likelihood | 3

Update - Ensure continued investment in communication and educationalresources. Waste growth has increased at the kerbside as a direct
result of Covid-19. More residents have been working from home and as such Dorset, together with all otherlocal authorities, has seenan
increaseinwaste arisings at the kerbside. Thereis ariskthat the currentincrease in waste growth due to the pandemicand resulting shift to
home working will continue asthis change in working habit becomes normalised. This continued growth has potential to adversely affect our
recyclingrate andlead to increased costs indisposal. The recycling team are continuingtheir various projects to reduce wa ste and maintain
high recycling performance (see controls and mitigation sections).

Controls - Extensive communication and education plan to include communal improvement project, container messaging, side waste
reductiontrial, enhanced home compost binsubsidies, real nappystarter packs, free caddylinertrialsand 'right stuff, right bin' messaging.
Replacement vehicle programme to ensure waste is collected and public continue to support service.

Mitigation - Continue to promote educational campaigns focussing on waste reduction and reuse, such as home composting, reducingfood
waste, using real nappies etc. Also, we will continue to promote the 'right stuff, right bin' campaign to maintain and increa se material capture
rates for recycling and composting. Use the new in cab BARTEC system to help further drive efficiencies from the existing R4D senice.
Continue withthe development of a central strategic waste transfer station anda new HRCin the East of the countyto supportour reuse,
recycling, and composting activities.

Place Based Services — WASTE & OPERATIONS

Risk 62 - Traffic Commissioner Revoking, Curtailing, Suspendingor Restricting DCC's Operators Licence (Goods and/or Passenger Carrying
Operators Licence)

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Head of Waste & Operations No Change 13 July 2021

Impact 4 | Likelihood | 3

Update - Whilst the Council's Risk Compliance Score remains Green, a targeted inspection from the Traffic Commissioners has highlighte d
several improvements required. Thishas promptedanaudit of ourfleet operations (undertaken bythe Freight Transport Association)and a
resulting action plan which has been submitted to the Traffic Commissioner. A failure to demonstrate improvement risks the O Licence being
revoked, curtailed, suspend or restricted, which would impact significantly on our ability to deliver critical services as we |l as severe
reputational damage. The Executive Director for Place is receiving monthly compliance reports.
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Furtheractions - Action plan has been submitted and accepted bythe Office of the Traffic Commissioner forthe Goods licence. The Office of
the traffic Commissioner hasgranted a period of 3 months grace onthe PSV licence for a named transport managerto be addedtothe licence.
Controls

. Planned inspection & maintenance regime

e Quality Assurance system for all statutory MOT tests

e Drivers issued with DCC Drivers Code of Practice

e DailyDefect Reporting System: Drivers issued with Drivers Hours Books and Tachograph cards

e Training, guidance, tools to ensure compliance for drivers operating under EU Drivers Hours Regulations

e Provide education & driver training where applicable

. Evidence of non-compliance reported to Senior Managers

e Monitoring driver hours and rest periods; Fleet Compliance Officers audits

Risk 83 - PUWER Regulations - non-compliance of PUWER Regulations (H&S Provision and Use of Work Equipment Regulations 1998)

Accountable Officer Direction of Travel Last Reviewed Risk Rating

Head of Waste Operations No Change 13 July 2021

Likelihood

Update-Thereisa clearvisual view to identifyif individual plantitems comply with the control measures. Each depot has a tagging colour
scheme posteravailable to all operators. The system is simple and effective. Fleet will continue to monitorandauditthe process to ensure
complianceis consistent and maintained, with support from H&S. Countryside service is to start the first round of PUWER checks in February
using the new process. Highways have completed the first round of 6 monthly checks in October and no items are outstanding. Highway's
complianceis excellentandis totally compliant. Countryside is struggling currently, but Fleet are aware of additional resources to catch up
with the situation. Adminresources have beentrained to implementthe documents thatare currentlysaton desks. Fleet wawve is showing
299 records from the Countryside service awaiting completed PUWER inspection sheets.

Emailssentoutexplainingthe current riskto the authority. Countryside and grounds are increasing the number of staff to carryout PUWER
checks. Fleet Service to instruct on the practical checks and supply training on the Fleet Wave system to the nominated staff. The risk has
changed to red due to the currentsituation. Audit of the systemhas resulted in 381 items of Countryside plant waiting fora PUWER sheet
and the Fleet wave system to be updated. 80items for Highways alsointhe same situation. The system was 95% compliant, b ut due to the
current situation this has greatly reduced to 55% compliant. Update - the outstanding PUWER inspections have been completed from the
previous scheduled programme. The next programmed 6-monthly PUWER inspections are currently in operation and will report on
outstanding items not actioned next month.

Cause: Failure to follow inspection schedule; Users usingitems out of schedule inspection date; No precise inventory of items available.
Consequence: Reputational damage; Financial penalties; Increased visits from H&S Executive; Serious injury; Legal actions taken against DCC.
Negative publicity; Negative impact on staff morale.

Controls:

e Use Fleet wave system to record information

e  PUWER checks carried out by trained members of staff close to the location of the items

e Network of external maintenance providers supporting Fleet Services

e Anyplantnotfitted with currentin-date PUWER label will be removed by the H&S team

e 5-yearschedule for recorded items of plant, with notifications sent to manager/site agent and the person identified to carry out
the inspection

e Preciseinventoryofitems available - always updating, with managers to ensure staff supply the required information

e Automated email informing manager of scheduled PUWER inspection now operating

e Storemaninhighways has beenassessedto carryout PUWER inspections, with access givento Fleet wave and trainingto enable
them to update PUWER data at source

e Completed PUWERSsheets scannedinto Fleet wave attached to relevant job card, removing requirement to hold a paper copy

e New plantitems are being added to the system by all service reflecting that the system is working as expected
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Risk Management Update Report

Public Health

Extreme and High-level Risks

As of 9 March 2022
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Public Health
Extreme Risks

None

High-Level Risks

Risk 413 — Outbreak Management Plan - Accountable Officer - Director of Public Health
(Impact 4 Likelihood 3)

Risk 423 —Budgets - Accountable Officer - Director of Public Health
(Impact 4 Likelihood 4)

Risk 429 — Health Protection Responsibility - Accountable Officer - Director of Public Health
(Impact 5 Likelihood 3)

Risk 430 — CYPPHS Performance - Accountable Officer —Programme Manager (JW)
(Impact 4 Likelihood 4)
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Management Update

Risk and Resilience - Dorset Council - Service Risks - Public Health (sharepoint.com)

Risk413 - Outbreak Management Plan - ability to maintain effective COVID response with tiring team and renewed pressures

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Director for Public Health New Risk 12 April 2021

Impact 3 | Likelihood | 4

Update - Continuity of Public Health arrangements and evolution of outbreak management plan (Day Response desk and Consultant’s rota)

Mitigation - Change in government policy makeslocal government responsibilities unclear. Contingency funds still ringfenced, means we can
stand up activities if required at short notice.

Risk423 - Budgets

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Director for Public Health New Risk 11 October 2021

Impact 4 | Likelihood [ 4

Update - BCP and Dorset Council budget pressures and NHS providers on A4C to receive 3% pay rise, which needs considering. PH being
asked to review their budgets to support BCP/DC, but any retained funds must be used within the PH Grant criteria.

Mitigation - Budget actions agreed with Joint Public Health Board for 22/23.

Risk429 - Health protection responsibility

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Director for Public Health New Risk 2 February 2022

Impact 5 | Likelihood | 3

Update - Operation ramp down and the withdrawal of national COVID measures there is a risk local public health teams will be asked to
maintain outbreak management with no additional funding - this is outside current agreed statutoryroles.

Mitigation - Current national discussions underway - have escalated concerns via regional partnership board and regional DPH

Risk 430 - CYPPHS Performance

Accountable Officer Direction of Travel Last Reviewed Risk Rating
Deputy Director for Public New Risk 7 February 2022
Health Impact 4 | Likelihood | 4

Update—The Childrenand Young People Palliative Hub (CYPPH) is a gateway site that was developed to assist parents, guardians, carers and
the wider publicinunderstanding what children’s palliative care is and seeks to filter the wide range of information available onthe internet.

Quarterly data for Oct-Dec 21 indicated considerable reduction in performance for New Birth Visits and 6-8-week checks.
Control - Contract notice issued; response being reviewed.
Mitigation - Contract Notice Query raised and Excusing Notice received. remedial Action plan agreed with DHC, includes reviewing data

monthlyforthis quarter. Regionaland national data on mandated checks showssignificant variation. Mitigationsagreed, howe ver, note there
are long term improvements in recruitment and skill mix needed.
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Risk Ranking Matrix identifies the level of risk
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Risk Ranking Matrix identifies the level of risk

Catastrophic Multiple deaths of employeesorthoseinthe Coundil’s care; Inability to function effectively,
Score 5 Council-wide; Will lead to resignation of Chief Executive and/or Leader; Corporate Manslaughter
charges; Service delivery must be taken over by Central Government; Front page news storyin
NationalPress; Financial loss over £10m
Major Suspidous death in Coundl’s care; Major disruption to Council’s critical services for more than
> Score 4 48hrs; Noticeable impact achieving strategic objectives; Will lead to resignation of Senior Officers
'E and/or Cabinet Member; Adverse coverage in National press/Front page news locally; Finandal
Q loss £5m-£10m
5 Moderate Serious Injuryto employeesorthoseinthe Council’s care; Disruption to one critical Council
(7] Score 3 Service for more than 48hrs; Will lead to resignation of Head of Service/Project Ma nager;
Adverse coverage inlocal press; Financial loss£1m-£5m
Slight MinorInjuryto employees orthose in the Coundil’s care; Manageable disruption to services;
Score 2 Disciplinaryactionagainst employee; Financial loss £100k-£1m
Limited Day-to-dayoperational problems; Financial loss less than £100k
Score 1
Certain Reasonable to expect that the event WILL ha ppen, recur, possibly or frequently
— Score 5
b o] 3 Likely Eventis MORE THAN LIKELY to occur. Will Probably happen, recur, butis not a persisting issue.
8 'E Score 4
L Q Possible LITTLE LIKELIHOOD of event occurring. It might happen or recur occasionally.
% g Score 3
— 2 Unlikely Event NOT EXPECTED. Do notexpectitto happen orrecur, butitis possible thatit mightdo so.
- a Score 2
= Very Unlikely EXCEPTIONAL event. This will probably never happenorrecur.
Score 1

Once risks have been scored using the Risk Assessment Matrix, the next step is to understand
what this score means and use it to inform a suitable response. Each risk, based on its score, will
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be rated as either LOW, MEDIUM, HIGH-LEVEL, OR EXTREME and will be colour-coded
according to the Risk Assessment Matrix.

The rating will determine the approach to be taken to the management of each risk and will
reflect the Council’s risk appetite i.e., the level of risk the Council is willing to accept or tolerate
which then dictates the level and intensity of response required.

Risks atthis level sitabove ourtolerance and form the biggest risks.

Risks atthis level sitabove the tolerance of the Council and are of such magnitude that theyform
the Council’s biggest risks.

The Council is not willing to take risks at this level and action should be takenimmediatelyto
manage therisk.

The Council is not willing to take risks at this level and action should be takenimmediately.
Theserisks are withinthe upper limit ofriska ppetite. While these risks can be tolerated, controls
should be identified to bringthe riskdownto a more manageable level where possible.

While these risks can be tolerated, controls should be identified to bring the risk down to a more
MEDIUM manageable level.

(5-10) Theserisks siton the borders ofthe Council’s risk a ppetite and sowhile theydon’t pose an
immediate threat, theyare stillrisking that should remain under review. Iftheimpact or
likelihood increases, then risk owners should seekto manage the increase
Theserisks siton the borders ofthe Council’s risk a ppetite and sowhile theydon’t pose an
LOW immediate threat, theyare stillrisking that should remain under review. These are low | evel risks
(2-5) thatcould impede or hinder achievement of objectives. Due to the relativelylowlevel, itis
unlikelythatadditionalcontrols willbe identified to respond to the risk.

Minorlevel risks with little consequence but not to be overlooked completely.
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